TECHMISSION SAFE FAMILIES
Online Safety Workshop

April 6, 2006
Global Ministries Christian Church
Boston, MA 02124

Presented by Bil Mooney-McCoy
Director of Safe Families
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TechMission — Our Mission

To support Christian organizations
as they use technology to transform
vulnerable communities.
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TechMission Safe Families
Program

Focused on protecting children in at-risk
communities from pornography and other
dangers on the Internet by:

— Providing training and educational
materials for parents, churches, and
community organizations in at-risk
communities to protect their children online

— Distributing over 100,000 copies of free
Internet filtering software
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8l The INTERNET
.| What's good about it?

—

EMAIL
NEWS

Fhop

Ad\’ertiSi“Q
@ Safe Families
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I The INTERNET

Its benefits outwelgh its risks, esp.
for urban kids.

BUT....

I 3
3 3

There are dangers: Sa ,a,'Fam;f;g_s-
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Pornography Industry Targets
Youth

» 90% of children 8 to16 have viewed
pornography on the Internet, in most cases
unintentionally

(London School of Economics January 2002)
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» 11 is the average age of first Internet exposure
to POIN (internet-filter-review.com)

» Largest consumer of Internet porn: 12 - 17 age
group (internet-filter-review.com)

» Adult industry says traffic on its websites is 20-

30% children
SafeFamilies

(NRC Report 2002, 3.3)
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PORNOGRAPHY

The industry Is very aggressive

Misleading URL'’s
Chat Room Bots
Spam
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SateFamilies
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PORNOGRAPHY

The industry Is very aggressive

Misleading URL'’s
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PORNOGRAPHY

The industry Is very aggressive

Misleading URL'’s
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PORNOGRAPHY

The industry Is very aggressive

Misleading URL'’s
Chat Room Bots
Spam

Saﬁ,’ Families
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#ll Pornography Industry Targets
e "Ef YOUth

Pleose choose
the website vyou
want to visit:

Bob:

BuﬂdEr‘

il

US website UsS store
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UK website UK store

www.bobthebuilder.com

SateFamilies
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Pornography Industry Targets
Youth

bobthebiulder.com

Top Categories Popular Categories

| Bob The Buider

A Bob The Buiider Games Sexy Photos

5 Serce Phogis Leshian Photos Live Sex Born For Free
i Parn Porn Photos Bobthebiulder
| Live sex Bob The Buider Disney Pictures Free Porn Videos
' Porm For Free Gay Porn Eree Porn Photos Arnime Parn

1 oot Games To Play Now Asian Porn Free Anime Porn
;' Porn Photos

| Bobthebiulder

! Bob The Builder Disney

...............................

www.bobthebiulder.com ??é Mis of
aje ramines
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Age verification?

MATURE CONTENT

The content you requested is intended for viewing by mature audiences only. Some
viewers may be offended by the content.

By clicking on the button below you are certifying that you are 18 or older.

nEl Continue
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“Never before in the history of telecommunications media in
the United States has so much indecent (and obscene) material

been so easily accessible by so many minors in so many

American homes with so few restrictions.””’---DOJ

1 “In only a few mouse clicks, children can be exposed to material
| that can never be erased from their minds....Innocence lost can

~ never be regained.” ---Donna Rice Hughes, COMMISSION ON
| ONLINE CHILD PROTECTION

- |From a Kaiser Family Foundation survey of 15-24
- |year-olds, a majority (59%) think seeing
- |pornography on the Internet encourages young

- § Youth with significant exposure to sexuality in
g the media were shown to be 2.2 times more

e likely to have had intercourse at ages 14 to 16.

(Report in Pediatrics, April, 2006) w (Famiﬁgj’
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Pornography Industry Exploits
Youth: Child Pornography

> More than 20,000 images of child pornography

posted online every week
(National Society for the Prevention of Cruelty to Children, 10/8/03).

»> Approximately 20% of all Internet pornography

iInvolves children
(National Center for Missing & Exploited Children).

» 100,000 websites offer illegal child pornography

(U.S. Customs Service estimate).

» As of December 2005, child pornography is a
$3 billion annual industry

(Internet-filter-review).

Saﬁ‘Fémifiey
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> 1 1n 5 children who use chat rooms have been

approached by a pedophile online
(Telegraph.co.uk. 1/02)

» 2 In 5 abductions of victims ages 15-17 were

e due to the Internet
Seides (San Diego Police Dept.)

» 16% of victims in Net-initiated sexual
exploitation cases were 13-15; 75% were qirls.
"Most cases progressed to face-to-face sexual
encounters" - 93% of the face-to-face meetings

iInvolved illegal sex. [
(Journal of Adolescent Health, November 2004) 6’ ofe
afeFamilies
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http://www.unh.edu/ccrc/pdf/CV71.pdf

Other Dangers

> Problematic Content

Not just porn

)

Fat
JI1AA (6

SateFamilies
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Other Dangers

§ > Problematic Content

other sexual material
gore

hate

drug use

guns and violence

SateFamilies
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1 Other Dangers

~ L Chat Rooms

= b =t S

% Instant Messaging

% Online Communities

Anything goes, unedited, children can self-publish
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Other Dangers

EyEra;

- > Peer-to-Peer File Sharing

|Ilegal
| ndecent

| nfectious

i i

SateFamilies
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Steps of What to Do

1.Install an Internet filter.

2.Position computers such that the screen is
easily visible.

3. Publish Family Pledge
4.Know what your children are doing.

5.Educate yourself around issues of online
safety

6.Lead by example.

Sﬁﬁ‘?ﬁmifiey
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Step 1: Installing Filtering
Software

Internet filters are computer programs that
make undesirable content (like pornography)
unavailable to the computer user.

123456 schMission /.
SateTFamilies
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Option 1: Free TechMission Safe
Families We-Blocker

For instructions, go to
http://www.safefamilies.techmission.org/tutorials/weblocker.php

I 3
¥ o ..

123456 SateFamilies
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http://www.safefamilies.techmission.org/tutorials/weblocker.php

Option 1: Free TechMission Safe
Families We-Blocker

 Pros
— Free
— Covers most basic blocking and has logging
function
« Cons

— Does not filter E-mail, IM or peer-to-peer file
sharing

— Requires that Windows XP users switch to the
“old login screen” and disable fast user switching

 Summary: Good free option for Protecting
Children on Dial-up and Broadband
Connections | B

123456 Saﬁ?—’amifie:
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Option 2: Parental Controls in ISP

If You Have AOL, MSN or Earthlink

e Pros:

— Is free if you have AOL, MSN, Earthlink or other ISP
with Parental Controls

— Provides different filtering levels by screen name

e Cons:

— Some controls can be too restrictive, frequently
blocking sites that should be allowed

— Generally does not filter peer-to-peer file sharing
— Generally not effective for broadband

o Summary: Best Option for Protecting Children if
you have a Dial-up ISP with Parental Controls

123456 Sﬁﬁ‘?ﬁmifiey
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Option 3: Pay Internet Filtering

e Pros:

— Generally provides filtering of peer-to-peer file
sharing, IM, Chat and E-malill

— Some products block more effectively than
TechMission’s free product
e Cons:
— Cost $30 - $70 and most have annual renewal costs
— Only works on one computer in a home

* Provides most effective protection for
orotecting children for both dial-up and
proadband connections

123456 Sﬁﬁ‘?ﬁmifiey
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Option 3: Pay Internet Filter
Ratings

Time

Product Rating | Cost Manager Mac | Email | IM/Chat | p2p | Keyword
Content Protect 8.1 $30 v v v v
SafeEyes 7.9 $50 4 v v v v v
CyberPatrol 7.5 $40 4 v v v
CyberSitter 7.3 $40 4 v v v v
Norton InFernet 71 $70; % % v v
Security $35/yr
Net Nanny 7.1 $40 v 4 v v v
McAfee In_ternet 6.7 $35; v
Security $35/yr
WeBlocker n/a free v

123456
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Option 4: Pre-Filtered ISP

e Pros:

— Content is filtered automatically for all users and
cannot be bypassed

— Can be somewhat effective with addressing adults
with addictive tendencies
_____ e Cons:

T — May block legitimate content for adults and requires
Eiutit calling ISP to temporarily disable

— Only effectively provided as dial-up service, and
broadband services can be bypassed

— Like all filters, will not block all inappropriate sites

e Summary: Good for protecting children and
somewhat helpful for adults for dial-up users

123456 SateFamilies
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Option 4: Prefiltered ISP’s

APt Pl 5 R Pl 7 B
LR AP A AT 1775, WA

pkFamily.com’

Suivsl Your Heark

http://www.pkfamily.com

$14.95 per month

SurfontheSateside.com

http://www.surfonthesafeside.com

one heart at a time

http://www.settingcaptivesfree.com/home/scf isp.php

$17.95 per month

123456 SateFamilies
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http://www.pkfamily.com/
http://www.settingcaptivesfree.com/home/scf_isp.php
http://www.surfonthesafeside.com/
http://www.surfonthesafeside.com/
http://www.pkfamily.com/index.html
http://www.settingcaptivesfree.com/home/scf_isp.php
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Option 5: Filtering Router

* Pros:
— Effectively filters all computers in a home
— More difficult to disable than client
software
e Cons:
— Requires broadband connection

— Can be more difficult to bypass filter
2. when it blocks a legitimate site

Requires understanding of how to set up

a home network

« Summary: good solution for protectin
children and adults in families with
multiple computers and a broadband

connection -
12345% SafeFamilies
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Internet Filtering Summary
Chart

éi' Type of Internet Who to Recommended | Recommended | Advanced User
F‘ Service? Protect Free Option Pay Option Option
; Major Dial-up (like tar
&£ AOL, MSN or Earthlink) Kids Free Filtering Not needed Not needed
- or Pre-filtered ISP from ISP
i+ Dial-up . Pay Client
Kids We-Blocker Not needed
(Other Provider) Software
Covenant Covenant
Dial-up Adults X3Watch Eyes or Eves
Prefiltered ISP y
Broadband : Client Filtering
(DSL or Cable) Kids We-Blocker Software Router
Broadband Adults x3Watch Covenant Covenant
(DSL or Cable) Eyes Eyes

123456 Safe Familjes
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FILTERING SOFTHARE'S
NOT ENOUCH !/
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Step 2: Computer Placement

»Place computer in high traffic room

»Screen must be easily visible when
passing by

»Laptops for children and teens are very
high risk!!

123456 SateFamilies
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Step 3: Publish Family Pledge

» Use sample and modify as necessary

(http://safefamilies.techmission.org/docs/Family Online Safety Pledge.doc)

» An agreement between children and
parents on computers use

» Talk through all points in safety pledge
and get agreement from children

» Should be posted by the computer(s)
» Signed by all children in the family

123456 Safe Familjes

KEEPING CHILDREN SAFE ONLINE


http://safefamilies.techmission.org/docs/Family_Online_Safety_Pledge.doc

FAMILY INTERNET SAFETY PLEDGE

1 [ wall not look at, download, or copy inappropriate or questionable matenal; if I'm not sure that
something 13 OK, I'll ask furst. If [ see something inappropriate or if 1 expenence anything online
that upsets me, | wall tell my parents. [ will not keep online secrets from my parents,

] [ wall not give any personal information (like my real name, address, age, phone number, school,
passwords, or appearance) to anyone online or fill in online forms about myself without my parents”
or guardians’ permission. [ will never send pictures without specific permission.

3) [ wall not arrange to meet anyone in person that | find out about online without getting my parents
permussion and bringing an adult with me to a public place. [ wall not arrange to have a phone
cotwversation with someone | meet online without my parents” permission. | understand that people
may not be who they say they are online,

4 I wall always be courteous in how | communicate to others; | will not use bad language, insult
people, or be rude. [ will respect the privacy of my fiends and family.

5) [ wall not purchase products or services online without my parents’ approval and help.

i) [ wall not respond to email or an instant message from someone 1 do not know.

i 1 wall follow my parents’ or guardians’ gudelines for when [ can use the computer, for how long and
what programs and games [ may or may not use,

&) If | am under the age of 16, | will not use chat rooms and [ will only use instant messengers
programs to communicate with those my parents or guardians have approved of

@) [ will not install software programs without getting permission. | understand that peer-to-peer file
sharing programs like Kazaa Limewire or BearShare are not allowed.

1 I wall not use the computer to do anything ille gal including illegal downloading of software, music
Of Movies

11y These rules apply wherewver | am (at home, a friend’ s house, school, or the lbrary).

12y 1 understand that violating this pledge may result in loss of computer access, and [ will accept these
COmsSCqUEnNCES.

We agree to the above

Children sign below Parent(s) sign below




Family Internet Safety Pledge

1

| will not look at, download, or copy
Inappropriate or guestionable material; If
I’m not sure that something is OK, I'll ask
first. If | see something inappropriate or if
| experience anything online that upsets
me, | will tell my parents. | will not keep
online secrets from my parents.

Saﬁ‘?ﬁmifiey

KEEPING CHILDREN SAFE ONLINE



Bl 1y o Ul |

el b A e L &
ALY

PRI T ST

- Hh }
Uy T LA
[ A

Family Internet Safety Pledge

2

| will not give any personal information
(like my real name, address, age, phone
number, school, passwords, or
appearance) to anyone online or fill in
online forms about myself without my
parents’ or guardians’ permission. | will
never send pictures without specific
permission.

Saﬁ‘?ﬁmifias
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Family Internet Safety Pledge

3

| will not arrange to meet anyone In
person that | find out about online without
getting my parents’ permission and
bringing an adult with me to a public
place. | will not arrange to have a phone
conversation with someone | meet online
without my parents’ permission. |
understand that people may not be who

they say they are online.
Saﬁ‘?’amifias
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Family Internet Safety Pledge

| will always be courteous in how |
communicate to others; | will not use bad
language, Insult people, or be rude. | will
respect the privacy of my friends and

family.

Séﬁ‘?-'ém;‘fie:
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Family Internet Safety Pledge

5

| will not purchase products or services
online without my parents’ approval and
help.

i Tl ..

SateFamilies
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Family Internet Safety Pledge

6

| will not respond to email or an instant
message from someone | do not know.

SateFamilies
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Family Internet Safety Pledge

v

| will follow my parents’ or guardians’
guidelines for when | can use the
computer, for how long and what

programs and games | may or may not
use.

Séﬁ‘?—’éhﬁiﬁey
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Family Internet Safety Pledge

38

If | am under the age of 16, | will not use
chat rooms and | will only use instant
messengers programs to communicate
with those my parents or guardians have
approved of.

Sﬁﬁ‘?—’émifie:
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Family Internet Safety Pledge

9

| will not install software programs without
getting permission. | understand that
peer-to-peer file sharing programs like
Kazaa, Limewire or BearShare are not

allowed.

Sﬁﬁ‘?—’émifie:

KEEPING CHILDREN SAFE ONLINE



Family Internet Safety Pledge

10

| will not use the computer to do anything
llegal including illegal downloading of
software, music or movies.

SateFamilies
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Family Internet Safety Pledge

11

These rules apply wherever | am (at
home, a friend’s house, school, or the
library).

(4 § T W

SateFamilies
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Family Internet Safety Pledge

12

| understand that violating this pledge
may result in loss of computer access,
and | will accept these consequences.

SateFamilies
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Step 4: Monitor, Train and Direct
#18 Children’s Online Activity

by surfing together — know your
kids’ favorite sites.

Introduce them to “cool stuff.”

http://www.netsmartzkids.org/activities/nsrules/whofriend.htm

123456 SateFamilies
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http://www.netsmartzkids.org/activities/nsrules/whofriend.htm
http://www.netsmartzkids.org/activities/nsrules/whofriend.htm

Directing Kid's Activity:

g8 Change Home Page

~ For computers or user names used

~mainly by children, set their

- homepages to a kid-friendly search
Jengine.

Séfe‘?éhdifiay
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Directing Kid's Activity:

8 Change Home Page

R
3
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 |homepages to a kid-friendly search
~ | engine.
| Ask Jeeves for Kids (Www.alkids.com)
Yahooligans (Www.yahooligans.com)
OneKey (www.onekey.com)
Kids Click (www.kidsclick.org)
Education World (www.education-world.com)

Saﬁs Families
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http://www.ajkids.com/
http://www.yahooligans.com/
http://www.onekey.com/
http://www.kidsclick.org/
http://www.education-world.com/

#il Step 4: Step 4: Monitor, Train and
#l Direct Children’s Online Activity:
by Surveillance

Reviewing History
Log from filter
Checking recent documents

123456 Sﬁﬁ‘?—’émifie:
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Parents & Caregivers
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Safety Pledge, and information
on Internet Filtering and
relevant Statistics about
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Get materials to implement an
online safety program in your
community computer center
through our presentation, a
cample &AUP (Acceptable Lse
Policyl, lesson plans and a
checklist for implementing an
online safety program in your
center as well as Statistics on
dangers to participants online,

Pastors & Ministry Leaders

Get resources to inform your
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orn online safety through our
soon-caoming presentation, learn
about Internet Filtering, and
Statistics about dangers to
farnilies online.
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Further help and information
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These include articles, books,
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powerpoint presentation: The
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Safety Pledge, and information on anline safety through our

on Internet Filtering and soon-coming presentation, learn
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Resources
Further help and information
from sources external to the
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These include articles, books,
media, and links to other
arganizations, Sea our new
powerpoint presentation: The
Scope of the Problem.

Get materials to implement an
online safety program in your
community computer center
through our presentation, a
sample AUP (Acceptable Use
Policy), lesson plans and a
checklist for implermenting an
online safety program in your
center as well as Statistics on
dangers to participants online.

The goal of the TechMission Safe Families program is to assist
parents in protecting children in at-risk comrmunities from
pornography and other dangers on the Internet by:

» Distributing free Internet filtering software to assist parents in
protecting their children online.,

s Providing training and educational materials to parents,
churches and community organizations on how to protect their
children online.
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Activity Logs from Filter

Double click on a web zite to block or unblock:

=zers i Suztem Settings i Cusztom Filkering Activite Log | Sbout we-Blocker i

User Wweb Site Date & Time

GUEST Md log.alexa comddogdevent. aif faction=onunloadd 20060315 1:53:54 P
GUEST MC data. alexa. com/dataMNeCR 3 FdiGTvE cli=110 20060315 1:54:03 Pk
GUEST ML woana rnarriageromance. com. 20080315 1:54:.07 F'_M

GUEST MC cdn.aol.comdgrdacl_logo_zns. aif Pzitedomain=T 20060315 1:54:11 PM
GUEST ME. I'I'I_I,I.SDIEEHHEII'I'IE.EII:I|.DDI‘I‘I.-"_DII]T.-”DQDLJt.-"I‘I‘IDLDgDL. 200803215 1:54:32 P4
GUEST MC pégeadE.gu:u:uglesyndiu:atinn.u:-:um.-’pagead.-’shu:uu 20060315 1:54:39 Pid
GUEST MC pageadZ2 googlesyndication. com/pagead/ads’y 20060315 1:54:33 P
GUEST MC pageadE.gu:unglesyndiu:atinn.cnm.-’pagead.-’ads?_ 20060315 1:54:43 Pk
GUEST ML pageadE.gu:u:uglesyndiu:ati-:un.u:-:um.-’p_agead.-’ads? 20060315 1:54:44 Pk
GUEST MC whitshousze. com/ C200E0315 1:55:28 PM
GUEST MC data. alema . comdata/MNeCR 3 FAiGTYE Pcli=10 20060315 1:55: 28 P

o TR |

Clear Log File Text Expart...

Blocked? |Blocked Words |~

=

z|<[z|[z|z]Z|Z[=]=z

EROTIC ?7?7?

[£

Sawve and close

Help l |

123456
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Review Recent Documents

Files with objectionable material

Email from friends or spammers
*File sharing programs
*Portable devices (CD’s, DVD’s, Jump Drives, Cameras)

123456 Safe Families
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Step 5: Educate yourself
around Issues of online safety:

Check our site:
http://[safefamilies.techmission.orq

(manual and this recorded workshop
available online)

123456 SateFamilies
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home pastors

FOR PARENTS

« Parents Training (.ppt)

Six Steps to Protect Kids
Sample Family Safety Pledge
Free Software

Other Online Safety Software

non-profits

pchMis=ion Safo
Cindine

Farniliss
Safety

Fresentation

Bil Mooy HeCey
Dirscior. Safe Familien

éafﬁ’Fame m'

ARFTRE OrLEREM Laid S

Protecting children from pornography and
other dangers online.

software

FOR PASTORS
« Pastors Training {.ppt)
- Ste_ps for Pasturipq Su_rr_leune

it

Implemeanting
Online Safety

. =
.I.|-_-|||I_|I| hi

(i}

resources recovery about * ;

search
I | @

T

free software

g =l

e e o e i

Download our free Internet
filtering software!

E-tmail Address

Online Safety Manual
Free Accountability Software

online safety news

e

MySpace.com to post ads aimed at
promoting online safety - North ...

Online Safety, Updated - Connect For
Kids

Online safety campaiagn to cut biker
accidents - Mews & Star

Web site promotes online safety -
Columbus Ledger-Enquirer

Online safety for kids - Cleveland
Jewish News

SecureSingles.com to Prevent Dating
Disasters and Increase Online...

MySpace.com Hires Online Safety Chief
- TMCnet

MySpace.com hires online safety chief -
Sydney Morning Herald




parents

Protecting Kids Training
Steps for Parents
Family Safety Pledge
Software Tools
Recovery Resources
Online Safety Manual

Download Free Software

g P Y .
IECIPVLISSI

e Families
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programs
Eteps FOPF PAFEBILES s ccen s ees s e e e e
home : programs : Safe Families

Family Safety Pledge
Parent’s Webcast

Software Tools
Recovery Resources Coming Soonl
Online Safety Manual

Download Free Software

SateFamilies
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parents

£ Hi '||' L
s B b

home : parents : Safety Steps for parents and guardians

PrutE Etlng E'dS TI‘-EIII'III'H_:I Steps to Implement an Online Safety Program in Your Family for Parents and
Caregivers

* Steps for Parents

Ty ,ﬁt‘l_ql‘ql-..mlr.'l-l,, Jl'ii"ur'lm-” g

1. Install an Internet filter (see our Internet filtering recommendations).
If the software allows for different settings for each user, we recommend

= blocking all chat rooms for children under 16, We also strongly recommend
Family Safety Pledge

blacking file sharing programs like Kazaa, Limewire, and BearShare completely.

2. Place computer in the family room or another open area of your home

ED’H:W-EII‘E: TDDIS such that the screen is easily visible when passing by,

3. Publish Family Pledge (see our sample); post it by all computers, Review it
with each child and have them sign it.

Recovery Resources

4, Know what your children are doing by

a) Reviewing Internet browsing histary, For most Web browsers, you can

DnlinE: EﬂfEtf Hﬂnu-ﬂl assess this by holding down Ctrl and pressing “H* at the same time or clicking

e '-II"-H'lh\'l'rlfll ||¥.“|I“1rh'

on the Histary buttan on the web that loaks like this: e Alsa, most Internet
Dﬂwnlﬂﬂd Free Eﬂﬂw-ﬂrﬂ filters have a feature that lets you know what sites have been visited, and

cannot be erased by tech-savyy children like History in Web browsers,

|.r|-u.|.'||'|||.|.h.1.'|.'|1'|ﬁ.a'.|"l
<y b b

bl Checking the *recent documents” for files transferred or accessed on disks,

z) Surfing together especially with vounger children to learn how they use the
web, Get to know the sites they enjoy and how they interact online.

5. Educate yourself around issues of online safety, Read TechMission’s
Internet Safety Manual, view our Internet Safety Course for Parents {(coming
soon) and keep up-to-date on news and other resources on the TechMission
Safe Families website at hittp: f fsafefamilies.techmission.org.

f. Lead hy example. vour children are watching you. We recommend that adults
consider signing a Media Sobriety Covenant for Adults, Many kids' first
pornography exposure is their parents’ material, Just as second hand cigarette
srmoke is harmful to those exposed, your media choices can effect your children.
It is your responsibility to keep them from being exposed to pornographic ar
sexually provocative material. This includes:

- Telewsion and radio
- internet use

- Magazines and books
- l¥ideos

- Call phone graphics

Saﬁ‘?’amifias
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parents

e B ¢

home : parents : Safety Steps for parents and guardians

Protecting Kids Training

FAMILY INTERNET SAFETY PLEDGE
{Download this document.}

Steps for Parents

13} I will not laak at, download, or copy inapprapriate ar questionable materal; if

* o I'm not sure that something is Ok, Il ask first, If I see something
F'a“-""bIl EafEtf PlEdl_IIE inappropriate or if I experience anything online that upsets me, I will tell my
parents, I will not keep online secrets from my parents,

Software Tools 2) I will not give any personal information (like my real name, address, age,
phone number, school, passwords, or appearance) to anyone online or fill in
online forms about myself without my parents’ or guardians’ permission, I will

REEDU Er-r R.E SOUrcCes never send pictures without specific permission,

L

i-:-r'." rl-| 1r'n'|1'dlr|H'|rII|l'|l L '“ &y

b s g

37 I will not arrange to meet anvone in person that I find out about online without
DnlinE: EﬂfEtf H-Elnu-Ell gett_ing ry parents’ permission and bringing an au:luH_: with me to a public plape.

I will not arrange to have a phone conversation with someone I meet online
without my parents’ permission. I understand that people may not be who they
zay they are online,

Download Free Software

: 4% I will always be courteous in how I cormnmunicate to others; I will not use bad
| language, insult people, or be rude. I will respect the privacy of my friends and
| family.

§

: 51 I will not purchase products or services online without my parents’ approwval
" and help.

a1 I will not respond to email or an instant message from someone [ do not know,

7l 1 will follow rmy parents’ or guardians® guidelines for when I can use the
cormputer, for how long and what programs and games I may or may not use,

al) If I am under the age of 16, I will not use chat rooms and I will only use
instant messengers programs to communicate with those my parents or
AmrAdiams Ras AR, A ~F

SateFamilies
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parents

home : resources : Software Tools

Protecting Kids Training

Steps for Parents

free techmission safe families internet filtering software

TechMission provides free Internet Filtering Software and Parental Controls to help protect
children online. vou can download the software by entering your E-mail address below.

Family Safety Pledge

* Software Tools

TSP TP

|E—maiIAddreas

‘rdthiln w-m“-u ik

-]

Recovery Resources

other coftivare tools for the home iy e strqngl}r recornrmend the use of internet filters
or monitoring software on all computers,
especially those used by children. Internet filters are computer programs that make
undesirable content unavailable to the cormputer user. Monitoring software simply

reparts on Internet usage to someone yvou have chosen to receive the detailed report of the
computer’s usage, Use this chart to determine what solution is best for vour family.

Online Safety Manual

Download Free Software

Type of Who to Recamieded Recommended |Advanced
oo = : :

Internet Service? Protect: Eis b Pay Option User Option

hdajor Dial-up Jite Eil . f

ACE, M5N, or ; iltering from

Eactilinh) o1 Pra. Kids ISp Mot Meeded Mot Meeded

flitered ISP .

Dial-up ) Safe Families [Client

(Other Pravider) kigs Software Software Ll

Diak-up Aduts  |X3Wateh  |[Sccountability Accountability

Séﬁ‘?-'ém;‘fie:
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parents

Protecting Kids Training home : recovery

Zafe Families recormmends

the following steps for
EtE p 5 fﬂ r P are I'ItS steps for recovery from pornography or media addiction pastars and ministry

leaders when helping
someone recover from a pornography or online addiction. You can find resources for each

F-ﬂl‘l‘lil'ﬂII Eﬂfetf PIEdgE of these steps by clicking on the links below,

EDHZW-EII‘E: TDDIS Immediate Emergency Response

Accountability Partner (for those in churches)

Media Sobriety Covenant

* Recovery Resources : ) )
Online Safety & Media Sobriety Manual

Family Support

Online Safety Manual

Peer Support Group({s)

s I = N s E S R JU

Professional Counseling

Download Free Software

éaﬁéféﬁiﬁdﬁifiey
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parents

Protecting Kids Training
Steps for Parents
Family Safety Pledge 'y 2
Software Tools Sa e ¢am’ ’ej'
Recovery Resources KEEPING CHILDREN SAFE ONLINE

* Online Safety Manual

Download Free Software

Online Safety and

Media Sobriety Manual
for Parents, Pastors, and
Ministry Leaders

safefamilies fechmission.org

Saﬁ‘Fémifiey
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-j_’i parents
i:'E Protecting Kids Training -y
—‘!.!:- TechMission provides free Internet Filtering Software and
i : EtEPE fﬂl" Farents Parental Controls to help protect children online, “ou can
:E_—__.'.__ download the software by entering your E-mail address
id Family Safety Pledge heldu

i Software Tools \S'Lfe‘?-'amr‘ﬁe:
g ¥ FREE FILTERING SOFTWARE

Recovery Resources
|E—maiIAddress |

Online Safety Manual
* Download Free Software

éaﬁéféﬁiﬁdﬁifiey
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Today's Online Safety News

By Space.com to post ads aimed at promoting online gafety - Norih C...
Online Safety, Updated - Connect For Kids
Online zafety campaizn to cut hilier accidents - News & Star
YWebh zite promwotes online safety - Columbus Ledger- uirer
Online safety for Jdds - Cleveland Jewish News
Secure5i z.com to Prevent Dating Dizasters and Increase Online ...
My Space.com Hires Online Safeity Chief - TMCnet

ace.com hirez online safety chief - 5 Morning Herald
IN MY OPINION: Online b uneasy iraveler
Schools must add Internet safe anoke Times

ace initiates safe Columbus Dispaich
Swifiwater/Flood Bescue - Awareness T and Certification for...
Clemzon Fxtension Service offers food safety courses {Gaffney Ledg...
Online Casinos Beviews: Lucky I 1t {Online Carino orts
AARP launches online course for older drivers {Jefferson City News...
State senator: Hospital errorsz should he posied online {Fox & News...
Family coniracts for online gafety - To Caich a Predator” - MSNEC...
My Space makes new online safeiy push

ace, Facehook atiract online predators - i MNews with Bri...
My5pace males new online safety push - Security - M
To Caich a Predator”’ - FMISNBC.com
Y¥What you don™t Jwow can hurt kdds - Security - MSNE
Internet safeity: What parents need to Jowaw - To Cate
My Space.comy Hires Online Safety Chief - MSNEC W

Pornography Addiction News

Family honds zivo r than porn addicHon ily Herald
The Notorious Bettie 0os - §.6.5 (Kidz-In-Mind

rs of ace and the virtual world ily Aztec
SUPPORT GREOUPS (Saint George Spectrum}
Cahle novde listings April 9-15 (Fort Worth Star-Telegram)

There's no XXX in thiz hook (Houwston Chrondcla)

Former Porn Addict To Discusz Sex in Society (ITC Sanita Barhara Dai...
Japan warned of media inpact on children {(World Peace Herald

Family bonds ziro r than porn addicton - Daily Herald

Porne addiction - Korea Herald (subscription

Home's no longer zafe... - Hindu Business Line

Church offers help for porn addicts - Canton ozitory (subscripi.
Letter: Pain of the heterosexual lifestyle - West Ceniral Tribune

Ban admits porn problem in bid to rebuild i - Croydon Guard...
Ban enters guilty plea in sex case - Greenville Daily Reflector

Female Focusz; New E-Fine Crosses Culiural Lines to Redefine Beauty...
Blighi az well face it, he?s addicted to net porn - Today - MISNEC ...
Mlight as well face it, he?s addicted io net porn - Today - BISNBC ...
Dateline NBC": Battling sexual addiction - Dateline NBC - MSNEC.c...

Mhildran cuffor o naranital madth addicrdan - Mhildran's Haaldh

Charlotite Obzer...

NEWS

"Countdown with Keith Olbermann’ for March 2 - Countdown with Keit...

{ online safety news

- Hy‘.ipm:ﬁ.r:ﬂm to post ads aimed at
promoting online safety - North .,

» Online Safety, Updated - Connect For
Kids

s Online safety campaign to cut biker
-atr,n:lﬂn‘l:s News & St:ar

» Web site promotes online safety -
Columbus Lﬂd‘gl.'.l'-'El‘lﬂuerl'

» Online safety for kids - Cleveland
Jewish News

. Batqragingles.:nm to Prevent Dating
Disasters and Increase Online...

® MySpace.com Hires Online Safety Chief

- -THMCnet
& MySpace.com hires online safety chief -
““orning Herald

posts hanner ads prumutmg
‘ety - USA Today

Met Family News

My Space teen-safety tour

Teens ¢ d in child-porn caze
Rezearchers, lads onviclent sames
et the April patches

Child porn law not glohal

Virtual pedophillia in Net ‘world"
Social-networlaong in Braril

1 smnart mom's process

SateFamilies
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home : resources : articles

Online Safety | Pornography fTemptation | Addiction & Recovery

ON OMLINE SAFETY FOR CHILDREMN. top

Safety Tips

Just for Parents

Child Safety on the Information Highway

How Pornography Harms Children

The Secret Life of Boys

Golden Rules for Family Internet Usage

Blog Sites....Parry Addresses Parental Concerns

Kid's Chat Rooms

How to Confront Children Using Pornoqraphy

Welcome to the Jungle: Helping Parents Understand Technology

The War against Porn Addiction

ARTICLES

Sﬁﬁ‘?ﬁmifiey
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THE Pl
GUIDE TO The Parent’s Guide fo Protecting Your Children
1 Dr. Parry Aftab
YOUR CHILDREN 27 . .
3 This no-nonsense guide for keeping kids protected
IN CYBERSPACE 4 infarmed an the Internet is an essential baok for
any Family with & home computer,

: . Kids Online
Fackt Wiy Denna Rice Hughes
This is a pewerful tocl for parents to safequard their
children's safety whale using the Internat. Offers
:ﬂﬂl and halp to parents with simple step-by-step
irections.

Fhpmm Haw Blaghes

Youth, Pormography and the Internet

by Mational Research Council

Compiled by the Natonal Research Coundal, this
bock examines approaches to protecting children
and teens from Internet parnography, threats from
sexual predators operating an-ling, and other
inapprogriate matenal on the Internet.

SEARCH

e~
“i Smert; A Bex-fndustry Insider (and Concerned
= Father) Bays Enough iv Frnough

= Gil Reawill
& writer for Panthouse snd Maxim magazines snd
the father of 5 middle-school sged daughter, the
author argues quite compellingly that we have to
balance the rights of those who want to buy smut
with the rights of those who wank to aveoid it

BOOKS SateFamilies
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Christians and Sex: Sexual I'ssues in the
Church

Frarm Christianity Today, the research report
seels to understand and compare the sexual and
rmarital issues affecting todavy's pastars and
church laity,

FIW/INTTRUET

Protecting Teens Orfine

Produced by the Pew Internet and American Life
Project, this docurment details the findings of a
survey of teens and their parents an online
activities and dangers.

Just Harmless Fur

& special report from Enough.org to provide an
up-to-date averview aof the evidence of harm.
Read the evidence, and decide for yourself - is
pornography "just harmless fun?"

The Porn Standard: Children and
Pornography on the Internet

Documents the ease with which children can gain
access to internet pornography and that
industry’s lack of effort to implement viable age-
verification systems,

MEDI A

Reports

SateFamilies
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Presentations made by Donna Rice Hughes
Internationally known Internet safety expert,
advocate and current president of Enough Is
Enough (a national non-profit educational
organization whose mission is to make the
Internet safer for children and families), Several
of Ms, Rice's presentations are posted here,

MEDI A
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Internet Safety Presentation

From the Parentscentre, an official Department
for Education and Skills (U.k.) website for parents
and caregivers, & guide to safe surfing on the
net, For comprehensive advice on how to enjoy
the huge benefits of the internet without having to
contend with fraud, spam, viruses, pornography,
pop-ups and other potential hazards,

b Rl ol

Teaching Kids To Be Safe Orline
& straightforward, brief presentation for parents
with practical suggestions,

Safe Famies

Orline Safety for Christian Community
Computer Centers

Presentation on Online Safety for Christian
Cormmunity Computer Centers, Given at
TechMission’s 2005 Conference,

Porn Again: Pornograply and CyberPorn
Twao thoughtful presentations on the commmercial
success, acceptance, dangers and entrapment of
pornography, especially to Christians, Written by
Dr, Rodney Cooper, currently, a Professor of
Leadership and Discipleship at Gordon-Conwell
Theological Seminary,

Presentations

SateFamilies
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MEDI A

Predator

Trevor, a 14-year old from Utah is the writer,
director, and star of this short filn about the
dangers of online predatars, Casting his real life _

principal as his movie kidnapper, Trevor worked

with his schoal and local palice departrment far
the shooting of this film.

RO AR D BT AT 1

Frery Young Man's Battle
This presentation docurments the problem of
pornagraphy and sexual ternptation faced by
teenage and voung adult males and presents
strategies for gaining wictory,

Escaping the Porn Trap

This wideo brings former parnography addicts,
family members, and experts from around the
nation together in telling it straight - this
addiction is serious and dewvastating, but it can be
OvEercomnme,

\S’aﬁ Families
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The NetSmartz Workshop

f creative collaboration of the MNational Center for Missing & Exploited Children® and Bays
& Girls Clubs of America, this is an excellently conceived website with web activities and
games far children of all ages. In addition, there are resources and information for parents
and caregivers,

ProtectKids.com
Website full of information and resources on keeping children safe from inappropriate
rmaterials and online predators,

Wiredsafety.org
Website of an organization that works with law enforcerment agencies to promote online
safety, Additionally, the website has extensive educational and informational resources,

i-SAFE America Inc
I-SAFE America, Inc, is a non-profit foundation whose mission is to educate and empower
yvouth to safely and responsibly talke control of their Internet experiences.

GetMNetWise

The GethetWise coalition of Internet industry corporations and public interest organizations
wants Internet users to be only "one click away" from the resources they need to make
informed decisions about their and their family's use of the Internet.

staysafe.org

staysafe.org is an educational site funded and hosted by Microsoft Corporation, It is
designed to help consumers understand both the positive aspects of the Internet as well as
how to manage a variety of safety and security issues that exist online,
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Step 5: Educate yourself
around Issues of online safety:

Saﬁe'Famz/ es
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Step 6: Lead by example!

“*Second-hand smut” can have damaging effects just like second-
hand smoking

— Your children are watching and learning from you.

— How were you first exposed to pornography?
(Many kids' first pornography exposure is their parents'
material.)

— Sexually provocative material sends a message and incites
curiosity.

123456 Safe Familjes
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PETE THE PORNO PUPPET
http://xxxchurch.com

SateFamilies
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http://xxxchurch.com/

Avoliding Second Hand Smut

Do you protect your children from being exposed to:

— Videos, DVD'’s, video games, radio, music or television
you may be viewing that may be inappropriate for
children?

— Seeing your Internet History or Spyware installed on your
computer from visiting inappropriate websites?

— Finding inappropriate magazines and books in your
house?

— Material at school, libraries or houses of friends and
relatives who may have open access to inappropriate
materials?

123456 SateFamilies
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Sending this Talk to Others

"~ Please pass this workshop on to any

.| parents, churches and E-mail lists that you
feel could use it.

d* Send a link to

http://safefamilies.techmission.org/parentswebcast

Séﬁ‘?-'ém;‘fie:
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TECHMISSION SAFE FAMILIES
Online Safety Workshop

April 6, 2006
Global Ministries Christian Church
Boston, MA 02124

Presented by Bil Mooney-McCoy
Director of Safe Families
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